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The Advent of Generative AI
– Extremely fast update & disruptive effects due to
1. Production of plausible texts and images of high quality, but 
without reference to truth 
à Wide range of applicability & high importance for information, 
communication, emotion
2. Simple interface & free access 
à immediate usability without technical prerequisites or skills
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Generative AI – Beyond Euphoria and Simple
Solutions : (New) Challenges of Generative AI

1. Necessity and Limitations of De-Biasing 
2. Possibilities and Limits of Explainable AI
3. Risk of Quadruple Deception
4. Power and Power Asymmetry 
5. AI as Critical Infrastructure
6. Responsibility Diffusion and Control Deficits
7. Availability and Openness of AI Systems 

Simon et al. (2024): Generative AI – Beyond Euphoria and Simple Solutions : (New) Challenges of Generative AI
https://www.leopoldina.org/publikationen/detailansicht/publication/generative-ki-2024/
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https://www.unesco.org/en/articles/generative-ai-unesco-study-reveals-alarming-evidence-regressive-gender-stereotypes
https://www.nature.com/articles/d41586-024-00674-9 

Bias, Discrimination & Justice

https://www.unesco.org/en/articles/generative-ai-unesco-study-reveals-alarming-evidence-regressive-gender-stereotypes
https://www.nature.com/articles/d41586-024-00674-9


https://www.theguardian.com/technology/2024/mar/08/we-definitely-messed-up-why-did-google-ai-tool-make-offensive-historical-images

Bias, Discrimination & Justice



Generative AI – Beyond Euphoria and Simple
Solutions : (New) Challenges of Generative AI

1. Necessity and Limitations of De-Biasing 
2. Possibilities and Limits of Explainable AI
3. Risk of Quadruple Deception
4. Power and Power Asymmetry 
5. AI as Critical Infrastructure
6. Responsibility Diffusion and Control Deficits
7. Availability and Openness of AI Systems 

Simon et al. (2024): Generative AI – Beyond Euphoria and Simple Solutions : (New) Challenges of Generative AI
https://www.leopoldina.org/publikationen/detailansicht/publication/generative-ki-2024/



https://towardsdatascience.com/what-explainable-ai-fails-to-explain-and-how-we-fix-that-
1e35e37bee07 

https://towardsdatascience.com/what-explainable-ai-fails-to-explain-and-how-we-fix-that-1e35e37bee07
https://towardsdatascience.com/what-explainable-ai-fails-to-explain-and-how-we-fix-that-1e35e37bee07


„Who needs to understand what in a given scenario? What can be explained
about the system in use? What should explanations look like in order to be
meaningful to affected users?“

Asghari, et al. (2021). "What to explain when explaining is difficult? An interdisciplinary primer on XAI and 
meaningful information in automated decision-making." https://doi.org/10.5281/zenodo.6375784.

https://doi.org/10.5281/zenodo.6375784.
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Deception I: AI or Human?



1311/28/24 Prof. Dr. Judith Simon
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Deception II: AI Capabilities & AI Hype
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Deception III: Deep Fakes
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Deception IV: AI Function Creep
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Conclusions: Trustworthy GenAI?



• Trustworthy Gen AI? 
• Specific challenges of GenAI + generic ethical challenges of AI
• Effects of AI/GenAI vary for different stakeholders - special focus on 

those who are already marginalized
• Essential to understand both need for & limitations of technical harm 

mitigation (de-biasing, X-AI, etc)
• Ethics in AI is in the method and goes beyond 
• The devil is in the details: a closer look at technologies, but also at 

institutional/organizational framework conditions
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